1. Introduction {#sec0005}
===============

By late May 2020, at the time of writing of this article, over 200 countries and territories in the world were affected by the Coronavirus pandemic. This included most urban clusters and even rural regions.

With the spread of the pandemic, almost all regions have implemented lockdowns, shutting down activities that require human gathering and interactions - including colleges, schools, malls, temples, offices, airports, and railway stations. The lockdown has resulted in most people taking to the internet and internet-based services to communicate, interact, and continue with their job responsibilities from home. Internet services have seen rises in usage from 40% to 100%, compared to pre-lockdown levels. Video-conferencing services like Zoom have seen a ten times increase in usage, and content delivery services like Akamai have seen a 30% increase of content usage ([@bib0065]). Cities like Bangalore have seen a 100% increase in internet traffic.

The lockdowns across countries have entailed a rise in the use of information systems and networks, with massive changes in usage patterns and usage behaviour. Employees are adjusting to new \"normals" - with meetings going completely online, office work shifting to the home, with new emerging patterns of work. These changes have come across all organizations, whether in business, society, or government. The changes have also come suddenly, with barely any time for organizations and people to plan for, prepare and implement new setups and arrangements; they have had to adjust, try, experiment, and find ways that did not exist before.

Though now, in late May 2020, the pandemic is receding and stabilized in certain countries, it is still on the increase in many others, and with serious threats. Experts in most countries are wary of the possibility of the disease spread re-emerging, and that lockdown norms may be relaxed carefully and slowly with social distancing at the core of the new normal.

It is in this context that we see the use of information systems to continue in the same vein for some time in the foreseeable future as during the lockdown. We examine the possible scenarios in this surge in information technology usage during and post the pandemic. Our estimation of these effects assumes that there was a digital transformation already underway, before the pandemic set in, and it will take certain forms owing to the impact of the lockdowns.

In the next section, we examine the impact of the Covid-19 pandemic on the use of digital technologies where we discuss some possible scenarios and research issues of the post-pandemic world. The next section summarizes the implications for research and practice, and in the last section, we present our conclusions.

2. Scenarios and Research Issues of the Digital Surge {#sec0010}
=====================================================

In this section, we discuss some of the most pressing issues regarding the post-pandemic digital surge. These themes reveal the multiple directions in which IS research can focus in relation to impacts on technology.

2.1. Increasing Digitalization {#sec0015}
------------------------------

As the use of video- and audio-conferencing tools increases significantly, organizations will ramp up their technology infrastructure to account for the surge. This will lead to increased investment in bandwidth expansion, network equipment, and software that leverages cloud services. With employees becoming acclimatized with the idea of work-from-home (WFH), meeting and transacting online, firms will shift to WFH as a norm rather than as an exception. This is being adopted by many firms ([@bib0015]; [@bib0040]; [@bib0160]), which have the digital infrastructure in place to handle the required load and bandwidth.

Education is another domain in which there a dramatic shift to the online mode of transacting. Since the beginning of the lockdown, schools, colleges, and universities around the world have shifted their classes to video conferencing platforms like Zoom and Google Meet. Along with these synchronous modes of teaching, asynchronous platforms like edX and Coursera have also seen an increase in enrolments ([@bib0230]). Some institutions are now shifting entirely to the online mode for the forthcoming academic year, with the exception of sessions that require a physical presence, such as the University of Cambridge in the UK and the California State system in the US ([@bib0195]).

Digital transformation technologies such as Cloud, Internet-of-Things (IoT), Blockchain (BC), Artificial Intelligence (AI), and Machine Learning (ML), constitute a bulk of the of what is being adopted by organizations as part of their transformation effort.

Blockchain (BC) technology presents an opportunity to create secure and trusted information control mechanisms (Upadhyay, 2020). As education and healthcare services witnesses a shift to the digital domain, BCs enable a way to secure and authenticate certificates, health records, medical records, and prescriptions. Research on the design of such systems, along with maintaining their ease-of-use and usefulness will gain importance. Another issue is that of designing systems that work with smart contracts -- how the contracts are authenticated, how these contracts will be designed in a complex chain of processes with many agents involved, and how arbitration related to contracts will be handled. Further, IS research may point to regulatory aspects of BCs with regard to what must be encrypted and shared (such as for authenticating news and information sources), and how security will be managed. For instance, governments demand access to private keys to view blocks for surveillance and monitoring, versus the requirements of privacy and protection from persecution.

2.2. Work-from-Home and Gig Workers {#sec0020}
-----------------------------------

The gig economy is driven by online platforms that hire workers on an ad hoc, short-contract, and mostly informal basis. Well-known examples of these include Uber and Airbnb globally and Ola and Swiggy in India. These platforms have grown immensely since the wide availability of smartphones from 2010 onwards. During the lockdown, workers employed by these platforms have suffered heavily, as the demand for their services, taxi rides, rentals, or skill work, has disappeared ([@bib0060]). Further, since these workers had no guaranteed salaries, their incomes dropped dramatically.

In the post-pandemic scenario, there is likely to be, in the short term, a slow return of gig economy workers, as manufacturing and service firms return to their old activities. However, we anticipate that in the longer term as the threat of infection and spread recedes, the gig economy will thrive. This will also be driven by the WFH culture.

Work-from-home and gig work has received attention in IS research, through topics in telecommuting, digital nomads, and virtual teams. One key issue is that of work allocation and collaboration, across and inside teams, and across projects. This issue will face a rise in scale and importance in the post-pandemic world, as the numbers of WFH and gig workers increase. Research may focus on aspects of the design of work norms, work contracts, trust-building, and team-building, amongst others.

Research on telecommuting and virtual teams ([@bib0045]; [@bib0190]) has a long history in IS literature. Issues include the nature of "distance" whether temporal, spatial, or cultural, and the psychological needs of workers, the technological support and design for this kind of work, and many others. This research is important for the post-pandemic period.

We anticipate that the "dark side" of virtual teams and dispersed work also assumes importance in the post-pandemic world. Substantive issues related to technostress - particularly work overload and presenteeism arise in these situations. Research will have to address issues of design of collaborative work, evaluation, team performance and motivation, stress, and the issue of continuous learning.

2.3. Workplace Monitoring and Technostress {#sec0025}
------------------------------------------

Another aspect of digital use by large sections of the working population is that of constant workplace monitoring and being on-the-job continuously. Those working from home using video conferencing technology find themselves under intense scrutiny and all interactions are "hyper-focused" ([@bib0150]). Digital technology makes it easier for bosses and managers to call and locate subordinates at any time, knowing that they can be reached at all times. Though there is anecdotal early evidence that this has led to an increase in productivity, it has also led to increased technostress ([@bib0030]; [@bib0250]) where employees must learn new technologies, be available for work at almost all times, stay with digital devices all the time, and cope with multi-tasking.

Post-pandemic, it is likely that workers\' organizations will demand no-digital hours, where they will find refuge from the constant work pressure. Research may address the concerns of work equity, balance, and managing stress.

2.4. Online Fraud {#sec0030}
-----------------

Along with the surge in the use of digital technologies, we are now witnessing a rise in online fraud, scams, intrusions, and security breaches. The pandemic has created a scenario of insecurity that is inviting fraudsters to exploit the crisis situation by extracting money or information or by creating vulnerabilities ([@bib0005])Many users are beginning to rely on digital resources extensively, some for the first time, and are becoming targets for fraud and scams. Organizations and governments are aware of this threat and are taking countermeasures -- for instance, some governments took a strong stand against Zoom sessions for education, forcing the platform provider to upgrade security ([@bib0270]).

It is likely that these scams and frauds will increase in intensity after the pandemic. Organizations will implement massive security arrangements, along with extensive information campaigns by government departments. Security innovations and firms that offer security services will rise. Research will likely focus on managing security, assess the causes of breaches, and the economic and social loss from them.

2.5. Internet Access and Digital Divide {#sec0035}
---------------------------------------

Information technology, and particularly the internet, will remain central to the post-pandemic scenario, where innovations will drive the surge in use. A key aspect of this surge will be the management and regulation of the internet itself. Though the internet is a global resource and no one country can control its protocols and features, its local access and availability remain an in-country issue. During the pandemic to some countries have restricted access to the internet ([@bib0075]), for certain reasons.

The regulation of the internet will become crucial after the pandemic as it will remain a policy tool for governments. They can intercede on aspects of monitoring, bandwidth control, surveillance, intermediary liability, and e-commerce.

The pandemic has brought the world to a situation where those not connected to the Internet are facing total exclusion. With strict social and physical distancing measures in place, new routines require accessing the internet for most services. Hence, those on the wrong side of the digital divide are completely left out. Reasons for the divide are many: unaffordable device access, unaffordable Internet access, content relevance, access skills or government ordered Internet shutdowns([@bib0025]; [@bib0225]) In developing countries, the condition is more serious. Thus, it becomes extremely important to explore the possibilities of ensuring connectivity. Although these issues have been researched and discussed earlier ([@bib0260]), COVID-19 has brought about a situation where Internet access seems to have become necessary for survival. As a few studies have suggested, access or no-access to ICTs may reinforce societal inequalities ([@bib0215]), where the post-pandemic situation may enhance this further. With the substantial use of technology in accessing basic requirements like health and education, it is imperative to understand the impact of the digital divide on social equality. Therefore, it calls for researchers to examine the impact of connectivity to draw policymakers' interest and, perhaps, offer ways to enhance it towards better inclusion.

2.6. Internet Governance: Net Neutrality and Zero-Rating {#sec0040}
--------------------------------------------------------

The heavy use of the Internet during the pandemic, for various purposes, has raised people\'s data requirements. With a significant digital divide in societies, this surge in the Internet data requirement has revived the discussion on zero-rating plans.

Zero-rating plans enable firms to let users access data from their sites and services, without having to bear data charges. Usually, this is not strictly permitted as it violates the basic principles of net neutrality, where internet traffic has to have the same priority and cost.

India, for instance, had an exemplary record of regulating zero-rating plans. Although the government did not permit the implementation of such plans, in the aftermath of the pandemic, the telecom regulatory authority of India (TRAI) decided to allow waiving charges for data and voice for certain websites ([@bib0085]) ([@bib0085]). The list primarily consisted of the sites related to COVID-19 - such as the World Health Organisation and India's Ministry of Health and Family Welfare. The list also included some private players. The principal aim was to allow people, across all socio-economic levels, access COVID-19 related information.

Given that zero-rating plans can be useful in exceptional circumstances, as is evident from the example of India, research on the conditions on various parameters where allowing ZR plans may increase social welfare has enormous practical implications, both for firms as well as regulators. The existing literature on net-neutrality regulations and zero-rating plans ([@bib0050]; [@bib0080]) forms the basis to enhance literature in this aspect. Issues to be studied include: expanding telecom infrastructure, providing subsidized internet devices, free extra data, or waiving off users' subscription fees ([@bib0240])

2.7. Internet Governance: Shutdowns {#sec0045}
-----------------------------------

In current times, when the productivity of people depends significantly on the Internet, its shutdown can be extremely detrimental to societies([@bib0135]) However, Internet shutdowns are not uncommon even in times like these. The internet was shutdown in Kashmir, a union territory in India, since August 5th, 2019 and continued till May 2020, making it the longest ever imposed in a democracy ([@bib0180]) Basic internet services, such as filing for driving licenses, were accessed by locals using the Internet Express, which is a train that shuttles Kashmiris to the nearest town where they can get online. The Kashmir Chamber of Commerce estimates \$1.4 billion in losses owing to the internet shutdown ([@bib0180]). Similar events are regularly noted across various other countries, Arab Spring being the significant starting point.

With the pandemic, when the Internet has become the most important tool available to citizens the impact of Internet shutdowns has become grimmer. Shutdowns lead to severe implications for all aspects of life, and there are many issues that require research in this regard. The impacts resulting from a climate of uncertainty can potentially discourage foreign investors and spillover on a wide range of sectors, including education, healthcare, press & news media, and e-commerce ([@bib0155]). It is important to understand the far-reaching human rights impact of Internet shutdowns, which are exacerbated in the current scenario.

Shutdowns have deep political reasons and in many cases the consequences are indeterminate. Research can focus on aspects of domino-effect consequences leading to grave political crises.

2.8. Digital Money {#sec0050}
------------------

Digital payments and digital currencies to have a key role in the post-pandemic situation. As digital payments are contact-less they will be encouraged by governments, will likely see a surge. This will also be boosted by the gig economy and WFH situations.

There are two distinct phenomena related to digital money that has aided the fight during the pandemic. First, banknotes and coins were suspected to be carrying the virus and digital payment was preferred to the 'dirty money' ([@bib0105]; [@bib0220]). Online delivery services were encouraging customers to make payments through digital payment systems like a credit/debit card or mobile payments, with mandates by the government in several parts of India ([@bib0055]). This is likely to result in a surge in digital payment usage, which will lead to work on the diffusion of digital payment technology. Second, during the lockdown, there was a loss of jobs, and governments provided aid through payment apps and digital payment modes. These are a convenient mode of fund transfer from donors to recipients, as seen in previous crisis relief cases as well ([@bib0210]). In various crisis and disaster events, where the mobility of civilians was restrained, many mobile payment service providers (e.g. Vodafone in Afghanistan, Safaricom in Kenya, and Orange in Africa) provided quick funds transfer of remittances from migrants to their homes, and relief aid from the government to victims ([@bib0020]; [@bib0205]; [@bib0255]). This is once again observed in the Covid-19 crisis and needs further examination.

2.9. Surveillance and Privacy {#sec0055}
-----------------------------

Issues of surveillance and privacy are gaining prominence with digital usage during lockdowns. Commentators, such as Yuval Harari, have written about the potential for state surveillance "under the skin" ([@bib0130]) as governments rely on digital means to monitor the spread of the pandemic. As many governments have started using apps on smartphones to monitor infected persons and trace their contacts, civil society organizations have raised privacy and state surveillance concerns ([@bib0200]). Post-pandemic, these measures of monitoring populations for epidemiological reasons with digital means are likely to continue and become prevalent. Though the concerns of privacy and surveillance are valid and have to be addressed, these digital platforms are the most reliable and efficient way of tracking disease spread.

"Surveillance is a distinctive product of the modern world" ([@bib0185], p. 161), and today we are living in a surveillance society where any Internet-based activity using a mobile phone or other electronic gadgets can be monitored and accessed in unfathomable ways ([@bib0115]; [@bib0175]). This has resulted in a surge in IS research on implications of such web or app-based surveillance in applications including mobile health apps ([@bib0170]), environment monitoring and pollution control apps ([@bib0070]), self-tracking apps ([@bib0035]), and parental surveillance ([@bib0110]). Covid-19 has introduced a new application of surveillance for tracking citizens with the symptoms of the virus. This includes the Covid-19 tracker in China ([@bib0090]), the Aarogya Setu app for tracking infectious citizens in India ([@bib0235]), and contact tracking apps in the United States ([@bib0125]). While these technologies are innovations for fighting the global pandemic today, the issue of government surveillance on citizens has evolved repeatedly. Research can focus on the multiple benefits of these apps, but also should not ignore the potential social complications that are possible to arise, including the historic problem of bureaucratic control by the government, using IT ([@bib0095]).

Closely related to surveillance is the issue of privacy that mobile apps, including Covid-19 trackers, often tend to threaten users' personal information ([@bib0120]; [@bib0145]). For example, online classes during the pandemic lockdowns have suffered issues of 'intrusion of privacy' as students and teachers are on camera in the private spaces of their homes ([@bib0100]). Privacy in the digital age has remained a research topic of high priority for IS researchers ([@bib0045]; [@bib0245]). Privacy has also been considered by IS adoption and usage researchers, with privacy risk as a dominantly recurring factor in studies on mobile payments (e.g., [@bib0140]; [@bib0165]), location-based mobile services ([@bib0275]), and social networking sites ([@bib0010]; [@bib0265]). It would be interesting to examine the different privacy concerns of users while adapting both Covid-19 tracking apps, and online classroom applications. The risks involved in the breach of privacy by these two technologies are unalike and must be investigated with adequate contextual references.

3. Implications for Research and Practice {#sec0060}
=========================================

In this section, we revisit some of the key issues that are important for research and practice. Our discussion is based on the assumptions about the post-pandemic situation and the aspects of IS research presented above.

3.1. Implications for Research {#sec0065}
------------------------------

1While deploying security technologies like the blockchain, it will be important to understand the implications of smart contracts, their integration in workflows, and their effectiveness in complex resource-constrained settings, as in developing countries. Further, understanding the implications of secure and non-erasable technologies like blockchains will become relevant for regulation.2Many research issues arise with regard to work-from-home and gig work, which include aspects of trust, measurement of performance, communication effectiveness, and collaboration.3It can be expected that the dark side of virtual work and gig work, will raise questions of stress, presenteeism, work overload, surveillance, and monitoring. New and severe forms of digital surveillance will have to be understood and their implications gauged.4Though much work has been done in understanding the parameters and impact of the digital divide, it will be important to understand how those without access suffer more from the consequences of the pandemic when the world survives on digital communications and operations.5Management of the internet within countries is important, and aspects of enhancing networks include regulating zero-rating plans cautiously, seeing their implications for welfare, and how they can enhance access.6Internet shutdowns during and after a pandemic lead to severe difficulties for citizens, who have come to depend on these services. Research has to examine the direct, second-order, and third-order impacts of these shutdown measures.7Research on digital payments and their impact in crisis situations, for providing aid and subsidies to affected populations, and for disaster management.8Surveillance issues about the extent of data collection by contact tracing apps are important areas of research. Issues of persistence and elimination of data, the expanse of data collection, sharing of data between apps, and the multiple trade-offs involved.

3.2. Implications for Practice {#sec0070}
------------------------------

1Design of secure technologies, like blockchain-based applications, for the surge in online education and healthcare activities.2Policy for regulating digital infrastructure needed for increased digital transformation.3Design of technologies for managing secure online interactions -- for education, healthcare, payments.4Design of apps for contract tracing and disease surveillance that balance privacy versus public health.5Managers will have to understand resistance to technology and ways to manage change, both among employees as well as customers.6Given the significant role which the Internet is about to play in times to come, Internet intermediaries will work with government and civil society to address privacy and surveillance issues for better adoption of technology.

4. Conclusion {#sec0075}
=============

We understand that a pandemic can have severe consequences (Keys, 2000), including changing the political contour of the world, destroying empires, and creating nations. For the Covid-19 pandemic, we envisage a dramatic shift in digital usage with impacts on all aspects of work and life. How this change plays out remains largely dependent on our responses to and shaping of the emerging trends.

In this paper, we have outlined what we see as some key trends and research issues that need to be examined urgently. They will have substantial consequences in the future.
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